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SECTION 1:  PARTICIPATION PACKET OVERVIEW
1.1  PROGRAM GUIDELINES AND PARTICIPATION PACKET 

This Telecommuting Program Guidelines and Participation Packet is intended to achieve the following results: 

1) Assist employees and supervisors in understanding the requirements and conditions for participating in the City’s Telecommuting Program, including the process to apply to telecommute.

2) Provide participating employees and supervisors with necessary information and guidance to ensure successful and mutually beneficial participation in the Program.

Included in this Packet are the following documents:

· Telecommuting Policy

· Training Manual

· Technical Policies and Guidelines for Remote Access

· Telecommuting Application and Agreement 

· Workspace and Safety Checklist

· Security of Information Acknowledgement

· Use of City-Owned Property for Telecommuting Form

· Training Manual Self-Certification Form

The Telecommuting Program is a pilot program, which will be evaluated and where necessary changed to ensure that the Program is effective and success and that it meets the organizational and operational needs of the City and its departments.

You may contact the Department of Human Resources at (415) 557-4990 or via email at TelecommutingProgram@sfgov.org (please indicate “Question” in the subject line) for questions.

1.2  APPLICATION AND PARTICIPATION INSTRUCTIONS

Step 1:  Review ALL Documents
An employee wishing to participate in the City’s Telecommuting Program must first review this entire Program Guidelines and Participation Packet, and understand and agree to comply with the terms and conditions of the Telecommuting Policy and Program.

Step 2:  Submit a Formal Application
The employee must complete a Telecommuting Application and Agreement, and submit it to his or her immediate supervisor.  

Step 3:  Define the Terms of Participation
The employee and supervisor should discuss the employee’s submitted proposed Telecommuting Application and Agreement.  The supervisor must first determine whether the employee is eligible to telecommute based on the eligibility criteria in the Telecommuting Policy.  (See Telecommuting Policy, paragraphs 5-9.)  If the supervisor determines that the employee is eligible to telecommute, the employee and supervisor should review and discuss the employee’s proposed Telecommuting Agreement, so the supervisor can determine whether to approve the proposed Agreement, discuss modifications to the proposed Agreement, or deny the application.  The employee and supervisor may mutually agree on appropriate participation rules, requirements, guidelines or procedures provided that they are consistent with the City’s Telecommuting Program and are clearly specified in the final Telecommuting Agreement.  

If the supervisor approves the Telecommuting Agreement, either as originally proposed by the employee or with modifications, the employee and supervisor should then review and complete the following forms:  

1) Workspace and Safety Checklist

2) Security of Information Acknowledgement

3) Use of City-Owned Equipment for Telecommuting Form

4) A Time-Sheet Tracking Template Example
Step 4:  Complete the Training Manual Certification Form
Both the employee and supervisor are required to review this Telecommuting Program Guidelines and Participation Packet.  In addition, the employee must successfully complete the Training Manual Certification Form.  An employee must correctly answers at least 16 of the 20 questions to be certified for telecommuting.  The employee will not be certified for telecommuting if he or she fails to meet this threshold and instead will be required to successfully complete an in-person training session before telecommuting.

Step 5:  Appointing Officer Approval

Once the employee and supervisor have completed the required forms, the following documents must be sent as a packet to the Department Head or designee for final approval:

1) Telecommuting Application and final Telecommuting Agreement, approved by supervisor

2) Completed Workspace and Safety Checklist

3) Completed Security of Information Acknowledgement

4) Completed Use of City-Owned Equipment for Telecommuting Form

5) Approved Time-Sheet Tracking Template

6) Training Manual Self-Certification Form, successfully completed by employee

The employee may only telecommute if the Department Head or designee approves the Telecommuting Application and Agreement, after considering the entire packet of materials regarding the employee’s telecommuting arrangement.

Step 6:  Register with the Department of Human Resources

Participation in the City’s Telecommuting Program is conditioned on the employee and supervisor participating in periodic evaluation surveys as requested by the Department of Human Resources (DHR).  Consequently, all telecommuting employees are required to register with DHR by submitting a copy of the entire agreement packet to the Employee Relations Division.  The employee may submit the materials: (1) electronically, via email to TelecommutingProgram@sfgov.org (no paper signature is required on the electronic copies, provided that the employee’s immediate supervisor is cc:ed on the email); or through the City’s interoffice mail system to 44 Gough Street, attention to the Employee Relations Division.

Step 7:  Begin Participation
Once steps 1-6 are completed, the employee may begin telecommuting according to the terms of the Telecommuting Agreement.  Any changes to the Telecommuting Agreement must be approved by the immediate supervisor and noted in the documents, with notification and copies to the Department of Human Resources.

1.3  PARTICIPATION AND AGREEMENT GUIDELINES

TERMS OF PARTICIPATION

It is important that both participating employees and their immediate supervisors understand that telecommuting is a privilege, not a right; and that the duties, obligations, responsibilities, terms and conditions of City employment are not changed by telecommuting.  It is also important for the parties to remember that the City’s Telecommuting Program is intended to be a cooperative arrangement, minimizing environmental impact as well as creating economic and other efficiencies and benefits for telecommuting employees and the City.

TELECOMMUTING AGREEMENT OVERVIEW

The Telecommuting Application and Agreement form is intended to help employees and supervisors define the terms of an employee’s participation in the Telecommuting Program.  Employees and supervisors must discuss and clarify all aspects of the Telecommuting Agreement and make sure that they understand each of the terms and obligations under that Agreement.

There are several important considerations that employees and supervisors need to address in completing a Telecommuting Agreement:

· Setting appropriate and reasonable expectations about the telecommuting employee’s responsibilities, including progress reporting, time management, meeting deadlines, maintaining communications and ensuring self-discipline. 

· Designing mechanisms to ensure the telecommuting employee works all hours for which the employee is paid.

· Establishing reliable communication channels and mechanisms with supervisors, co-workers, clients and the public. 

· Establishing the best home office working environment and work schedule.

Supervisors must understand their responsibilities in finalizing the Telecommuting Agreement:
· Managing for results, establishing quality and quantity norms, planning, scheduling and tracking assignments and milestones. 

· Managing work schedules, hours worked, attendance and leave. 

· Setting reasonable supervisory expectations for communicating with the telecommuter. 

COMPLETING THE TELECOMMUTING AGREEMENT TEMPLATE

1) 
The Telecommuting Arrangement

· There are two types of telecommuting arrangements:  “regular and reoccurring” and “ad hoc.”  (See Telecommuting Policy, paragraphs 10-15.)  The employee and supervisor must determine what telecommuting arrangement is appropriate, given an employee’s job functions, duties and assignments, and the proposed frequency of telecommuting.  

· The final Telecommuting Agreement must specify the days the employee will telecommute.  For example, in a regular and reoccurring arrangement, the employee and supervisor may agree that the employee will telecommute every Monday and Tuesday; but not on the first Monday of each month because regularly scheduled team meetings are scheduled that day.  With an ad hoc arrangement, the parties may agree that an employee will telecommute only after receiving permission three work days in advance when working on a particular project-related item. 

· Remember that an employee with a regular and recurring telecommuting arrangement must spend at least two regular workdays per week in the office.  (See Telecommuting Policy, paragraph 11.)  

2) Regularly Scheduled Work Hours (See Telecommuting Policy, paragraphs 52-57.)  

· The Telecommuting Agreement must specify the employee’s regularly scheduled work hours while telecommuting.  For example, the supervisor and the employee may agree that employee’s work hour schedule will be 8:30a.m. to 5:30p.m. each day, with an hour lunch from 12:15p.m. to 1:15p.m.

· A telecommuting employee is required to perform designated work during the designated telecommuting work hours.  

3) Duration of the Telecommuting Agreement 

· The parties are advised to review the telecommuting arrangement after a period of time to determine if certain terms of the Telecommuting Agreement should be amended or modified to better suit the parties’ needs.  The employee and supervisor should establish a schedule to meet and review work progress, performance and productivity while telecommuting.  

· It is recommended that the duration of the Telecommuting Agreements be no longer than twelve months so that the parties can revisit the terms of the Agreement to ensure that they continue to be appropriate given the parties’ needs.

4) Telecommuting Work Assignments (See Telecommuting Policy, Paragraph 58.)  

· Supervisors should define tasks as much as possible in terms of output, focusing on expected work product. Having measurable results and, if possible, milestones built into the job makes remote supervising much easier for both the Employee and Supervisor. 

5) Reporting and Time Accounting (See Policy, paragraph 57.)  

· For the first sixty (60) calendar days that Employee telecommutes, the City’s telecommuting program requires Employee to complete and submit a time tracking form.  This form will allow both the employee and the supervisor to monitor and evaluate the telecommuting employee’s time and productivity while telecommuting.  After the sixty day period, Supervisor, in consultation with Employee, shall determine whether to continue using the time tracking form.

· Supervisor may choose to use any existing time tracking sheet or create a new one.  The agreed upon time tracking form template must be appended to the Agreement.  

· Further, the Agreement should specify how often and in what format the time tracking form needs to be submitted.  

6) Telecommuting Restrictions 

· Supervisor must also specify those dates or times during which Employee is not permitted to telecommute by reason of scheduled meetings or events or operational needs.  

SECTION 2: TELECOMMUTING POLICY

Statement of Policy
1. Under the City’s Telecommuting Policy and Program, telecommuting is an arrangement that allows eligible City employees an opportunity to perform their work in a designated work area at home on specified work days.  It is the policy of the City and County of San Francisco to implement its Telecommuting Program Citywide, and to make telecommuting available at all departments to the extent possible.  Department Heads are strongly encouraged to implement the City’s Telecommuting Program and to make telecommuting available to all eligible employees in their departments, consistent with the procedures, guidelines and requirements of the Telecommuting Program.  

2. Telecommuting is a privilege, not a right, and any telecommuting City employee must have a telecommuting arrangement that is established, approved and maintained under the provisions of this Telecommuting Program.  The duties, obligations, responsibilities, terms and conditions of City employment are not changed by telecommuting.  As with an employee reporting to the regular worksite, a telecommuting employee must perform work during his or her scheduled telecommuting hours, and is not entitled to pay for hours not worked.  

Benefits and Goals
3. There are many recognized benefits of telecommuting for employees, employers and the community.  The City has identified the following benefits and goals as integral to its Telecommuting Program:

· Increased ability of City departments to continue to function during an emergency when access to the regular worksite is impeded;

· Decreased work trip vehicle miles, energy consumption, air pollution, and traffic and parking congestion; and other environmental benefits;

· Increased productivity and effective use of staff, to better accomplish the City’s service and operational goals and functions;

· More efficient use of City resources, including office space;

· Continued recruitment and retention of highly qualified employees;

· Greater flexibility for employees to balance work and personal obligations;
· Improved employee morale and job satisfaction;

· Reduced employee absenteeism; and
· Reduced employee commute time and costs;

4. To maximize the success of the Telecommuting Program and to ensure that the City’s stated benefits and goals are accomplished, the City will monitor Program participation and progress on a regular basis, including conducting annual surveys of all participating employees and supervisors.  

Selection Criteria
Job Duties/Position Eligibility
5. An employee’s position is appropriate for telecommuting when the duties include the following eligibility criteria:

i.
Job duties should be independent in nature.  The duties should not require frequent face-to-face interaction with supervisors, colleagues, clients or the public.

ii.
Job duties should be primarily “knowledge-based” and involve routine handling of information, including but not limited to:

a.
Reading, writing and editing;

b.
Policy development;

c.
Research or investigation;

d.
Analysis ─ data analysis, program analysis, financial analysis, etc.;

e.
Writing decisions or reports;

f.
Computer-oriented tasks ─ data entry, data coding, word processing, programming, webpage design, engineering/architectural design, etc.; or 

g.
Constituent or community work.

iii.
The position must entail project-oriented activities or work with measurable milestones or deliverables.

iv.
The position must not require the employee’s immediate presence or attendance at work to address unscheduled events, unless alternative arrangements for coverage are possible.

v.
The position must not involve the employee’s answering direct incoming phone calls or to otherwise be immediately available on the telephone.

vi.
The position must not require the employee to access City databases or programs if the employee’s department cannot provide access due to lack of funds or resources or if departmental or City Information Services personnel determine that access to the telecommuting employee’s computer or laptop is unavailable or inappropriate.

Employee Eligibility  

6. An employee is a suitable candidate for telecommuting if the employee has demonstrated personal characteristics that are well suited to telecommuting, as determined by the supervisor, including the following:

i.
Demonstrated dependability and responsibility;

ii.
Effective communication with supervisors, coworkers and clients;

iii.
Demonstrated motivation and the ability to work independently;

iv.
A consistently high rate of productivity and a high level of skill and knowledge of the job;

v.
The ability to prioritize work effectively; and

vi.
Good organizational and time management skills.

7. An employee is not eligible to telecommute if he or she has been suspended or received a written reprimand during the twelve-month period immediately preceding the employee’s application to participate in the Telecommuting Program.

8. An employee is not eligible for telecommuting if he or she has received a job evaluation rating below “competent and effective” on the existing performance appraisal form, or an evaluation below a comparable rating if another evaluation format is used, during the twelve-month period immediately preceding the employee’s application to participate in the Telecommuting Program.

9. An employee is generally not eligible for telecommuting during his or her probationary period, because the probationary period is intended to allow supervisors an opportunity to personally observe and evaluate employee performance.  

Telecommuting Arrangement Options
10. The City offers two types of telecommuting arrangements, recognizing that organizational and employee needs may vary: “regular and recurring” telecommuting and “ad hoc” telecommuting.  Some situations are more conducive to longer telecommuting periods or regularly scheduled telecommuting arrangements, while others require occasional or infrequent arrangements.  The intent in offering two telecommuting options is to provide employees, supervisors, and managers with maximum flexibility to establish an arrangement that is responsive to their particular situation and needs. 

11. Regular and recurring telecommuting means an approved work schedule where eligible employees regularly work at least one day per biweekly pay period at home.  An employee with a regular and recurring telecommuting arrangement must spend at least two regular workdays per week in the office.

12. Employees who telecommute on a regular and recurring basis must be available to work at the regular worksite on telecommuting days if necessitated by work requirements, with advance notice if possible.  Conversely, occasional requests by an employee to change his or her regularly scheduled telecommuting day in a particular week or biweekly pay period should be accommodated by the supervisor if practicable, consistent with mission and operational requirements.  Employees must obtain prior written authorization to change a regularly scheduled telecommuting day.

13. Employees must complete a Telecommuting Agreement and all other required forms, complete required training, and obtain the necessary approvals to be eligible for regular and recurring telecommuting.

14. Ad hoc telecommuting means approved telecommuting performed at home on an occasional, one-time, or irregular basis.  This option provides an ideal arrangement for employees whose job duties are not generally suitable for telecommuting, but who at infrequent times have projects or assignments or other circumstances that meet the eligibility criteria for telecommuting.  This type of work assignments may include a specific project or report where the necessary reference materials can be made available at home, for example drafting a local directive, preparing a budget submission, reviewing grant proposals, or preparing a research paper.  Such situations may occur throughout the year or be a one-time event. 

15. Employees must complete a Telecommuting Agreement and all other required forms, complete required training, and obtain the necessary approvals to be eligible for ad hoc telecommuting.  Approval for ad hoc telecommuting, including signing a Telecommuting Agreement for ad hoc telecommuting, does not confer eligibility for regular and recurring telecommuting. 

Participation Guidelines
All telecommuting employees must understand and agree to the following guidelines:

16. Telecommuting is a privilege, not a right or entitlement.  Telecommuting is also a cooperative arrangement and will not be denied or ended for an arbitrary or capricious reason.  Subject to the telecommuting appeal process, either the telecommuting employee or the City may end a telecommuting arrangement at any time.  Also subject to the appeal process, management is entitled to modify or terminate a telecommuting arrangement for a variety of reasons, including when a telecommuting employee's performance does not meet applicable standards, the employee becomes ineligible for telecommuting, the employee fails to comply with the Telecommuting Program requirements and guidelines, or the telecommuting arrangement fails to meet organizational needs.

17. This Program is to be cost neutral, creating absolutely no additional costs to the City or the participating department in administering, implementing and monitoring this Telecommuting Program.  A Department Head, in his or her sole discretion, may choose to fund additional costs, provide telecommuting materials or equipment, or refund any costs incurred by the telecommuting employee, or not. 

18. An employee must complete the City’s Telecommuting Agreement and all other required forms with his or her supervisor, and must obtain the necessary approvals, before the employee may begin telecommuting.  The supervisor and applying employee may agree to additional participation rules, requirements, guidelines or procedures, provided they are consistent with the intent of this Program.  In completing the Telecommuting Agreement, the employee must designate a contact phone number where the employee can be easily and readily reached while telecommuting.  

19. An employee and his or her supervisor must both successfully complete the City’s telecommuting training program before the employee may begin telecommuting.  

20. All telecommuters and supervisors must participate in evaluation surveys of the Telecommuting Program.  The City may compile data from the studies and make that information available to the public, as appropriate.

21. An employee’s non-compliance with the Telecommuting Program or the terms of his or her Telecommuting Agreement may result in an employee’s removal from the telecommuting program and disciplinary action, up to and including termination of employment.

22. The City may amend the Telecommuting Policy and Program at any time, taking into consideration the recommendations of the Telecommuting Committee, comprised of representatives from the City and IFPTE, Local 21.  The City will provide written notice of any changes to all telecommuting employees, employee organizations, supervisors and City departments.

Telecommuting Worksite
23. The opportunity to participate in telecommuting is offered with the understanding that the telecommuting employee must create and maintain a proper work environment at home for telecommuting.  An employee must designate a specified work or office area of his or her home that is suitable for performing official business, maintained in a safe condition, and free from hazards.  The employee must perform his or her work in that designated area when telecommuting.  Requirements for the designated home work area will vary depending on the nature of the work and the equipment needed.  At a minimum, an employee must designate a contact phone number at which the employee can be easily and reliably reached by telephone during telecommuting hours.  An employee may also designate an email address and other methods for coworkers, supervisors, clients and the public to reach and communicate with the employee during the telecommuting day.

24. Telecommuting is not a substitute for child or dependent care, and a telecommuting employee must make arrangements for child and dependent care during designated telecommuting hours.  The telecommuting employee shall not be responsible for a child or dependent during those telecommuting hours.  Also, to successfully accomplish his or her job responsibilities, a telecommuting employee must minimize personal disruptions such as non-work telephone calls and visitors during his or her scheduled telecommuting hours.

25. Before beginning to telecommute, a telecommuting employee must complete and sign the “Telecommuting Workplace Checklist,” certifying that his or her home is safe and appropriate for an official home worksite.  This certification is designed to ensure that telecommuting employees work in an environment that allows them to perform their duties safely and efficiently.  Employees are responsible for ensuring that their homes comply with the health and safety requirements on the checklist.  Home offices must be clean and free of obstructions.  A department may deny an employee the opportunity to telecommute or may rescind an existing Telecommuting Agreement based on safety problems or injuries in the home.  

26. Employees must report any changes to their designated home work area to their supervisors within ten (10) days of the change.  If the employee knows in advance of a situation that would preclude working at the telecommuting worksite, the employee must notify his or her supervisor to arrange a change in work schedule, leave, or work at the employee’s regular worksite.

27. Given a minimum of twenty-four (24) hours notice, or on shorter notice with employee approval, an appropriate representative from the City may make on-site visits to the telecommuter’s residence (1) to determine that the work site is safe and free from hazards, (2) to ensure the safekeeping and security of any confidential, private or privileged records or information, or (3) where applicable, to maintain, repair, inspect or retrieve City-owned equipment, software, data and supplies.  

28. The City is not required to provide any materials to telecommuting employees to establish a home work space (e.g., desk, chair, etc.).  The City assumes no responsibility for absorbing any costs related to the initial set-up at a telecommuting employee’s home.

29. Telecommuting arrangements may increase an employee's home utility costs.  The City assumes no responsibility for any operating costs associated with an employee using his or her home as an alternative worksite, including home maintenance, insurance, or utilities (e.g., heating, electricity, water).  Potential savings to the employee resulting from reduced commuting, meals out, etc., may offset any incidental increase in utility expenses. 

30. The City will not publicly release a telecommuting employee’s home address or telephone number for purposes of the Telecommuting Program, unless the employee has designated the home telephone number as his or her contact number while telecommuting.

Equipment and Supplies
31. A telecommuting employee must identify the equipment, software, supplies and support required to successfully work from home, and must specify those items in the “Use of City Owned Property Form.”  In completing the Use of City Owned Property Form and Telecommuting Agreement, the employee and his or her supervisor must identify the anticipated source of those items, and responsibility for any installation and repair services.  

32. Any equipment, software or supplies provided by the City may only be used by the telecommuting employee for City business.  Telecommuting employees may not use City equipment, software or supplies for any non-City purpose, including for personal use.  The telecommuting employee may not allow family members or friends to use any City equipment, software or supplies.  

33. A telecommuting employee does not obtain any rights to or interest in any City equipment, software or supplies provided in connection with telecommuting.  The employee must return immediately all City equipment, software and supplies at the conclusion of the telecommuting arrangement or at the Department’s request.

34. A telecommuting employee must protect any City equipment, software and supplies used in telecommuting from possible theft, loss and damage.  In the event of theft, loss or damage to City equipment, software or supplies, the telecommuting employee may be liable for replacement or repair of the equipment, software or supplies in compliance with applicable laws on negligent or intentional conduct.

35. Any equipment, software, files and databases provided by the City shall remain the property of the City.  A telecommuting employee must strictly adhere to all software copyright laws, and may not make unauthorized copies of any City-owned software.  Employees may not add hardware or software to any City equipment without prior written approval.

36. To the extent a department agrees to provide equipment, software or other supplies to telecommuting employees, the department shall allocate those resources among telecommuting employees based on reasonable operational and workload bases.

37. All City rules regarding the use of computers and the Internet apply while an employee is telecommuting, regardless of whether the employee is using City-provided or personal equipment.

38. Equipment and Software.  The City assumes no responsibility for providing any equipment (e.g., computer, cell phone, fax, copier, etc.) or software needed to telecommute.  Departments may provide equipment or software if feasible, cost neutral, and approved by department management.  A telecommuting employee must comply with any departmental check-out policies or procedures when using City equipment.  The City is responsible for maintaining any equipment provided by the City.  Given a minimum of twenty-four (24) hours’ notice, or on shorter notice with employee approval, an appropriate representative from the City may make on-site visits to the telecommuting employee’s residence to maintain, repair, inspect or retrieve City-owned equipment.  The City may also require the telecommuting employee to return City-owned equipment to his or her regular worksite for repairs.

39. Alternatively, telecommuting employees may use their own equipment when working at home.  Employees who use their own equipment are responsible for the installation, repair and maintenance of all personal equipment used for telecommuting.  Telecommuting employees must understand and agree that the City is entitled to and may access any personal equipment used while telecommuting, for example, a personal computer, home telephone and facsimile machine, telephone and facsimile machine monthly bills, and internet records.

40. Phone/Internet Connections.  The City assumes no responsibility for any telephone or Internet services installation or service costs incurred by a telecommuting employee.  If an employee is required to make a long distance call for work-related reasons while telecommuting, the employee may submit a request for reimbursement to his or her supervisor.  The City will reimburse the employee only for those costs approved by his or her supervisor.  The issue of costs eligible for reimbursement should be addressed in the Telecommuting Agreement.

41. Supplies.  Departments will provide office supplies needed by telecommuting employees (e.g., pens, paper, staples, paper clips) to the extent that providing those supplies is reasonable and cost neutral.  An employee must get approval from his or her supervisor to use department supplies or reference materials when telecommuting, and must comply with any department check-out policies or procedures in using those supplies and reference materials.  

42. Technical Support.  If a telecommuting employee experiences problems with any equipment or software used in telecommuting, the employee should seek immediate technical support in an effort to resolve the problem.  For equipment provided by the City, the employee should contact his or her department technical support staff.  For personal equipment used in telecommuting, the employee should contact any manufacturer or other third-party technical support available, and if authorized by the department, may contact departmental technical support staff.  

43. If the employee cannot reach any technical support personnel or if the problem cannot be resolved, the employee should immediately notify his or her supervisor of the situation.  The supervisor will make alternative arrangements with the employee for the remaining hours of that telecommuting day, including but not limited to assigning the employee alternative work, directing the employee to return to his or her regular workplace, or offering the employee the option to take some form of leave for the remaining hours.

Security of Confidential Information
44. All files, records, papers, or other materials created while telecommuting are City property.  

45. A telecommuting employee and his or her supervisor shall identify any confidential, private or personal information and records with which the employee works and fully complete the “Security of Information Form.”  The employee and supervisor shall ensure that appropriate safeguards are used to protect the security and confidentiality of such information and records, either by restricting certain information or records to the regular worksite or by providing appropriate physical, administrative, and technical security measures in the employee’s home.  

46. The employee and supervisor shall also make appropriate arrangements to prevent unauthorized access to any City system.  Access to the City’s networks must comply with City security policies.

47. A telecommuting employee must adhere to the security measures and safeguards agreed to and approved by his or her supervisor.  The employee may not disclose any confidential, private or personal files, records, materials or information, and may not allow access to City networks or databases, to anyone who is not authorized to have access.  

Workers’ Compensation and other Liabilities

48. Employees who are directly engaged in performing the duties of their jobs are covered by workers’ compensation laws, regardless of whether the work is performed on City premises or at an alternative worksite.  The telecommuting employee is required to designate one area in his or her home as the official work site.  The City’s potential exposure to liability, including workers’ compensation liability, is restricted to this official home work site for purposes of telecommuting.  The City’s potential exposure to liability, including workers’ compensation liability, is further restricted to the designated work hours specified in the Telecommuting Agreement  If an employee suffers a work-related injury or illness while telecommuting, the employee must notify his or her supervisor immediately of the injury or illness, and complete any required forms as directed by the supervisor.  

49. The City is not liable for damages to an employee’s personal or real property while the employee is working at his or her home.  The City is also not liable for any injuries or claims by third parties or family members in the employee’s home.  Rather, the telecommuting employee is responsible and liable for any damages to the employee’s personal or real property while telecommuting, and for any injuries or claims by third parties or family members in the employee’s home.

50. The tax consequences and implications, if any, related to a telecommuting employee’s use of his or her home as a work space are the responsibility of the employee.  Employees are advised to consult a tax expert regarding the use of their home as a work space.

Work Obligations and Benefits
51. The duties, obligations, responsibilities, terms and conditions of City employment are unchanged by telecommuting.  A telecommuting employee must comply with all City rules, policies, practices, and instructions.  A telecommuting employee shall raise any questions about these rules, policies, practices and instructions and their applicability during telecommuting work hours with his or her supervisor before the employee begins to telecommute or immediately as any questions arise.  Violations may result in removal of the employee from the telecommuting program and disciplinary action, up to and including termination of employment.  

52. A telecommuting employee’s status, salary, retirement, health and other benefits are unchanged by his or her participation in the telecommuting program.

Work Hours
53. A telecommuting employee must set regularly scheduled work hours agreed upon with his or her supervisor, and specify those hours in the Telecommuting Agreement.  The established telecommuting hours should not render the employee eligible for any differential or premium pay that the employee would not be eligible to receive on non-telecommuting days.  

54. The telecommuting employee must perform designated work during the scheduled work hours.  An employee must account for and report time spent telecommuting in the same manner as if the employee reported for duty at the regular worksite or according to the terms of the Telecommuting Agreement.  Supervisors may verify a telecommuting employee’s time spent working by contacting the employee at his or her designated contact number during scheduled work hours.  The telecommuter shall not work more hours than those agreed upon with the supervisor without the supervisor’s prior approval. 

55. The compensatory time and overtime provisions that apply to employees working at a traditional worksite apply to employees who telecommute.  Employees may work overtime only when directed to do so and approved in advance by the supervisor.  If employees work overtime without prior supervisory approval, the employee may be subject to administrative or disciplinary action.  

56. A telecommuting employee must obtain approval from his or her supervisor to use vacation, sick, or other leave, in the same manner as an employee who does not telecommute.  If a telecommuter becomes ill while telecommuting, he or she must report the hours actually worked, and use sick leave for those hours not worked.

57. For the first sixty (60) calendar days that an employee telecommutes, the employee must complete a Time Tracking form and submit the completed form to his or her supervisor.  This form will allow both the employee and the supervisor to monitor and evaluate the telecommuting employee’s time and productivity while telecommuting.  After that period, the supervisor, in consultation with the employee, shall determine whether to continue using the Time Tracking form. 

Work Standards and Expectations
58. A telecommuting employee and his or her supervisor must establish standards and expectations regarding work quality, quantity and deadlines in the Telecommuting Agreement.  The Agreement must also include a plan to monitor performance and measure productivity and results (e.g., quality, quantity, timeliness, cost-effectiveness).  Telecommuting employees must complete all assigned work, consistent with the standards, expectations and measurements in the Telecommuting Agreement.  The employee and supervisors should establish a schedule to meet and review work progress, performance and productivity while telecommuting.

Training

59. The most successful telecommuting programs include initial training for both supervisors and employees.  Accordingly, before an employee can begin a telecommuting arrangement, the employee and his or her immediate supervisor must fully review Section 3: Telecommuting Training Manual.  

60. Employee training manual topics include: 

· Expectations of personal responsibility, accountability, and self-discipline. 

· Responsibility to work all hours for which the employee is paid.

· Communicating with supervisors, progress reporting, time management, deadlines, contact and meetings with co-workers, clients and the public. 

· Establishing the best home office working environment and work schedule.

· Review of applicable City, State and Federal guidelines and policies, including the Sunshine Ordinance, Worker’s Compensation and safety requirements.

61. Supervisory training manual topics include:

· Managing for results, establishing quality and quantity norms, planning, scheduling and tracking assignments and milestones. 

· Administration of work schedules, time, attendance and leave. 

· Supervisory expectations for communicating with the telecommuter. 

Sunshine Laws
62. Telecommuting employees must be aware of and comply with the requirements of the California Public Records Act, Government Code Section  6250 et seq., and the San Francisco Sunshine Ordinance, Administrative Code Chapter 67, Article III, regarding public information and public records.  A public record includes any writing containing information relating to the conduct of the public’s business prepared, owned, used or retained by the City regardless of physical form or characteristic.  Public information means the contents of a public record.  Upon receipt of an appropriate request, and subject to authorized exemptions, a telecommuting employee must permit inspection and examination of any public record or public information in his or her custody, or any segregable portion of a public record, within required time limits.  This requirement exists regardless of whether the public record is located on the telecommuting employee’s personal computer or at his or her personal residence; the telecommuting employee must coordinate with his or her supervisor to make appropriate arrangements to ensure compliance with the California Public Records Act and the City’s Sunshine Ordinance.

Application Process
63. An employee who meets the eligibility criteria and Program guidelines may apply to participate in the Telecommuting Program by completing and submitting a “Telecommuting Application and Agreement” form to his or her immediate supervisor specifying proposed terms for participation in the telecommuting program.  

64. The supervisor must respond in writing within thirty (30) calendar days of receiving the completed application, by fully completing the remainder of the Application to Telecommute and either returning it to the applicant indicating denial or entering into further conversation with the employee to modify proposed terms or to further agree on specific terms for the Telecommuting Agreement. If appropriate, the supervisor may discuss the application with the employee before making a decision to approve, modify or deny the application.  The time to respond may be extended for a limited period if additional time is needed.

Approval of Application
65. If the supervisor approves the application, the employee and supervisor shall discuss and agree to all specific terms for the Telecommuting Agreement and complete all required forms.  The supervisor shall then forward the application and completed Telecommuting Agreement and accompanying forms to the Department Head or designee for review and approval.  

66. If the Department Head approves the application and Telecommuting Agreement, the participating employee and supervisor must register with the Employee Relations Division of the Department of Human Resources by submitting a copy of the Telecommuting Agreement and accompanying forms, as well as participate in all telecommuting surveys.  

67. An employee may not begin to telecommute until all of the following are complete:  (1) the employee’s Telecommuting Application and Agreement have been approved by the supervisor and Department Head or designee; (2) the employee has certified, and if necessary the City has verified, that the employee has an appropriate and safe work area designated at home, and both the employee and supervisor have completed the “Telecommuting Workplace Checklist;”  (3) the employee and supervisor have completed the “Use of City Owned Property Form;” (4) the employee and supervisor have completed the “Security of Information Form;” (5) the employee and supervisor have completed the City’s telecommuting training manual program and certification form; (6) the employee and supervisor have registered with the Department of Human Resources by submitting copies of all of the above forms to the Employee Relations Division, preferably via email to TelecommutingProgram@sfgov.org, or by mail to 44 Gough, San Francisco CA 94103 or 

Denial of Application 

68. If a supervisor denies an application to participate in the Telecommuting Program, he or she must complete that portion of the Telecommuting Application and Agreement Form indicating the bases for the denial or modification of proposed terms, and return the completed form to the employee within thirty (30) calendar days of receiving the application.  If the Department Head denies an application to participate in the Telecommuting Program, he or she must complete that portion of the Telecommuting Application and Agreement Form, indicating the bases for the denial or modification of proposed terms, and return the completed form to the employee within thirty (30) calendar days of receiving the application and other materials from the supervisor.  The time to submit a response may be extended for a limited period if additional time is needed.

Appeal Process
69. The City’s Telecommuting Policy and Program is not subject to the grievance procedures in any Memorandum of Understanding, or to any other review or appeal procedures, except as set forth in this Appeal Process section.  An employee may participate in the Telecommuting Program only after the bargaining unit representing that employee has waived in writing any right to grieve any aspect of or decision under the Telecommuting Policy and Program.

70. Under the Telecommuting Program appeal process, an employee may appeal the following:  (1) the denial of an application to telecommute; (2) unreasonable modification of an existing telecommuting arrangement; and (3) the termination of an existing telecommuting arrangement.  To prevail on appeal, the employee must show that the challenged action was based on arbitrary or capricious reasons.

Appeal from Supervisor’s Decision

71. If an employee believes that his or her supervisor denied the application to telecommute for an arbitrary or capricious reason, the employee may appeal that decision by submitting appeal materials to the Department Head or designee within 14 calendar days of receiving the denial from the supervisor.  The employee must submit the Telecommuting Application and Agreement Form as completed by the supervisor with a letter to the Department Head or designee clearly indicating:  (1) the purpose of the letter; (2) the details substantiating the employee’s eligibility to participate according to the eligibility criteria in this Program; and (3) any evidence refuting the reasons given by the supervisor for denying the application.  

72. An employee who believes that his or her supervisor modified or terminated an existing telecommuting arrangement for an arbitrary or capricious reason may appeal the supervisor’s action by submitting appeal materials to the Department Head or designee within 14 calendar days of receiving notice from the supervisor of the modification or termination.  The appeal must include the Telecommuting Application and Agreement Form and relevant materials along with a letter clearly indicating:  (1) the purpose of the letter; (2) the details substantiating the employee’s continued eligibility to participate according to the eligibility criteria in this Program; and (3) any evidence refuting the reasons given by the supervisor for modifying or terminating the Telecommuting Agreement.    

73. An appealing employee must provide his or her supervisor with a copy of the appeal materials.  The supervisor may submit rebuttal materials to the Department Head within 7 calendar days of receiving the employee’s appeal materials. 

74. The Department Head or designee shall respond to the employee’s appeal within 30 calendar days of receiving the employee’s appeal packet.  The time to respond may be extended for a limited period if additional time is needed.  

Appeal from Department Head’s Decision

75. If the Department Head or designee upholds the denial, modification or termination and the employee continues to believes that the decision was unreasonable and based on an arbitrary or capricious reasons, the employee may appeal that action to the Telecommuting Appeals Committee by submitting appeal materials to the Telecommuting Appeals Committee within 14 calendar days of receiving notice of the Department Head’s or designee’s decision.  The employee must submit to the Telecommuting Appeals Committee all materials submitted to and received from the Department Head or designee and supervisor relating to the employee’s Telecommuting Application and Agreement Form, as well as any additional materials the employee believes germane for the appeal.

76. An appealing employee must provide the Department Head or designee with a copy of the appeal materials.  The Department Head or designee may submit rebuttal materials within 7 calendar days of receiving the employee’s appeal materials.

77. All appeals material should be sent to the Employee Relations Division of the Department of Human Resources at 44 Gough, San Francisco CA 94103.

Telecommuting Appeals Committee

78. The Telecommuting Appeals Committee will consist of one representative from the employee’s representative bargaining unit, one representative from the Department of Human Resources, and one representative from the Mayor’s Office.  The Telecommuting Appeals Committee will meet and review appeals on a quarterly basis and determine whether the challenged decision was made for arbitrary or capricious reasons.  The Telecommuting Appeals Committee will make its determination after reviewing all submitted appeal materials.  The Telecommuting Appeals Committee will accept either the employee’s position or the Department’s position, and will render a decision on the appeal within 30 calendar days of the meeting when it reviewed the appeal materials.  The time to render a decision may be extended for a limited period if additional time is needed.  The Telecommuting Appeals Committee’s decision is final.
Evaluation of Telecommuting Program
79. The Telecommuting Committee will review this Telecommuting Policy and Program within six (6) months of its formal implementation and each fiscal year thereafter, in coordination with the Department of Human Resources and the Mayor’s Office.  Telecommuting employees and their supervisors must participate in surveys evaluating the Telecommuting Program.  The City will also solicit input from non-telecommuting coworkers of telecommuting employees.  The Telecommuting Committee will use the results of these surveys in reviewing the City’s Telecommuting Policy and Program.  Based on survey results and the Telecommuting Committee’s evaluation of the Telecommuting Policy and Program, the Telecommuting Committee shall recommend to the Mayor’s Office any changes necessary to ensure the effectiveness and success of the City’s Telecommuting Policy and Program.

SECTION 3:  TRAINING MANUAL—MANAGING A TELECOMMUTING ARRANGMENT
3.1  KEYS TO SUCCESSFUL TELECOMMUTING

CHARACTERISTICS OF SUCCESSFUL TELECOMMUTERS

Telecommuting requires careful planning and discipline. The following are key characteristics of successful telecommuters:

· Good planner (uses planner or calendar, to-do lists, etc.)

· Self-motivated, self-starter

· Strong communication skills

· Task-oriented, results focused (uses goals and objectives)

· Aware of personal work style preferences

· Able to manage work load effectively

· Flexible

· Knowledgeable in technology 

· Able to work with very limited input and support from others

· Trustworthy

· Good time management skills

· Able to meet deadlines

In evaluating whether telecommuting is appropriate, the supervisor and employee should consider the importance of each characteristic to the proposed telecommuting work and identify at least two specific examples of these characteristics for the employee.

GET ORGANIZED

· Pick an appropriate work location

· Remember that your workspace location will have to conform to the specifications in the Telecommuting Policy, the Workspace and Safety Checklist and the Security of Information Acknowledgement.  

· Make sure to locate your work station away from distractions.

· Establish a routine

· Use To-Do Lists for work assignments

· Make sure that you have the resources necessary to telecommute
· Do not get caught without necessary tools to work efficiently.  You may not have access to a printer, City email, a fax, a City phone book, etc—so make sure to organize supplies and equipment.  

· It is beneficial to start your telecommuting to-do list a few days before telecommuting, to plan the resources you will need to support your work activities at home.  Schedule your work so you don’t need assistance from others while telecommuting.  

· Replace the ritual of getting ready for the office with another ritual.

· On telecommuting days, you will not engage in many of your usual rituals associated with preparing to leave your residence and beginning your workday at your regular work site.  Conversations with co-workers, getting a coffee, or even the commute symbolize the beginning of the work day.  Establish new rituals for telecommuting days to begin your workday.  

· Some successful telecommuters actually leave their house, go around the block, and return and begin the work day.  Find a ritual that works for you.

· Establish a ritual to mark the end of the work day and transition into your non‑work life.

· As with the start of your work day, when telecommuting, you will not have the usual routines associated with ending the work day.  Be creative.  Telecommuting employees can use the following activities to end of the telecommuting work day:

· Turn off the computer and the lights.

· Close the door.

· Turn on the TV.

· Walk around the block.

· Pick up the children from school or day care.

· Change your clothes.

COMMUNICATE WITH YOUR SUPERVISOR

· Understand expectations

· Clearly understood expectations between you and your supervisor are imperative for successful telecommuting.  

· Make sure that you know your deadlines, what the end product should be, etc., before embarking on a new project.

· Organize a reporting system

· It is important to update your supervisor on your progress with your projects and to inform your supervisor of any difficulties you may experience while telecommuting.  Schedule and keep regular reporting or “check-in” times with your boss.  Even a five-minute meeting or voice mail message on a regular schedule will help.

ORIENT FAMILY MEMBERS, FRIENDS, AND NEIGHBORS

Train the people at home so they understand what telecommuting means.

· The message is: you’re working while at home.

· It is important to advise family members and neighbors that while you are at home telecommuting, you are working and have work responsibilities and tasks that need to be completed.  You have the same objectives, goals, and deadlines as you do in the office.
· Decide which interruptions are appropriate.

· Determine the questions, favors, and needs for which you may be interrupted, e.g., medical concerns.  Develop ground rules for your family to follow regarding interruptions while you are at home telecommuting.  You may also need to establish rules with neighbors and friends.

· Don’t telecommute if there are problems at home.

· Avoid telecommuting on days when there may be friction at home such as family quarrels or other problems.  

· If you have a family member or child who needs care and attention, it will be difficult to telecommute and complete any work.  Wait until additional help arrives to take care of those needing assistance before you begin your telecommuting work.  Use appropriate leave time for the telecommuting hours when you could not work.

· Telecommuting isn’t a replacement for child or elder care.

· Do not assume that because you are at home working you can also take care of children or other dependents.  Telecommuting can allow you more flexibility in accommodating family needs as it cuts down on commute time, but it is not a replacement for dependent care.

DEVELOP GOOD WORK HABITS

The key to successful telecommuting lies in managing your work space, job, family members, neighbors, and yourself.  Remember there are rules you follow in the office, and you will need another set of rules for working at home.  It is your responsibility to make telecommuting work.

Below are some tips to developing good habits:

· Pace yourself so as not to burn out.

· Make sure you are taking enough breaks and do not turn into a “workaholic” because work is always there.  Begin and end the work day according to your telecommuting scheduled hours.  Schedule a few breaks throughout the work day.  

· Avoid creating bad habits.

· The following habits are detrimental to telecommuting:

· Snacking too often;

· Sleeping late;

· Talking on the phone for non-business purposes;

· Watching TV;

· Smoking;

· Wearing pajamas all day;

· Visiting with the neighbors;

· Procrastinating.

3.2  MANAGING THE PERFORMANCE OF TELECOMMUTERS

Managing telecommuters demands many of the same skills that are required for good supervision of any employee: communication, organization, and trust between employee and supervisor.  To ensure the success of the Telecommuting Program, here are some tips to remember:

· Close supervision is not necessarily good supervision. 

· Manage by objectives (see below) and results instead of by observation.

· For the telecommuter to succeed at telecommuting, you need to succeed at supervising.

· Understand that there may be resistance to managing employees from a remote location.

· Neither you nor the telecommuting employee should hesitate to modify or if necessary terminate the telecommuting arrangement if it is not working.

· Supervisors need to make adjustments in the workplace for telecommuting to be successful.  Spend time addressing these issues before an employee begins telecommuting.  

· This program brings a tremendous amount of flexibility into your work environment.  Take advantage of that flexibility.

ORGANIZATION

· Assist telecommuting employees to organize their work

· Understand the timeframes involved in completing tasks and the resources required to see projects through to completion.  

· Communicate work expectations

· Establish a means of communicating the expected end product as well as the due date, the anticipated quality, and other criteria that might affect the successful completion of the individual tasks an employee will working on while telecommuting.   

· Establish timeframes

· Work with the telecommuting employee to develop attainable timelines.  Timelines will assist employees to focus on their assignments.  

· Review status

· Establish intermediate review periods to determine progress.  “Check-in” with a telecommuting employee at particular points during the project, upon completion of certain tasks, or on a recurring basis.

· In addition, discuss with the telecommuting employee appropriate mechanisms for periodic check-ins.  For example, you may decide that it is not necessary for the employee to check in every hour, but rather at the end of the day.  You may also decide that phone check-ins are sufficient and that the employee need not email you their work-product at every check-in.

· Effective Feedback 

· Always reinforce positive behavior.  

· Bring unsatisfactory performance to the employee’s attention immediately, and develop the capabilities in your employees to correct deficiencies.  

· Provide your employees with timely and ongoing feedback.

MANAGEMENT BY OBJECTIVES (MBO)

Managing by objectives is a management tool that affords you and your employees the capability to clearly communicate your expectations as a supervisor and the employee’s abilities as a telecommuter.  Implementing MBO’s can be easily accomplished:

· Prepare an itemized list of what you can expect from the employee.  This list can be on a weekly, monthly or quarterly basis.  Expectations should be specific and clear.

· Include the telecommuter in the process of establishing objectives.  This enables the employee to have valuable input concerning his or her probability of accomplishing the expectations.

· Create a document to support your agreement.  You can treat this document as a contract between you and the telecommuter, agreeing on what is expected.  Provide a space for signatures, and be sure you and the telecommuter sign it.

· Track the results through meetings and written records.  If you have weekly objectives, meet every week to review the telecommuter’s accomplishments and make any necessary adjustments to the timeline, assignment or objectives.  Use a matrix, a graph, or a simple check-off list to record progress.  

· Both supervisor and telecommuter should keep copies of the objectives and timelines as well as any adjustments made to the expectations.

	This management tool allows supervisors to manage an employee’s work product, not the process the employee uses to reach the objective.  In many instances, a supervisor should not focus on how an employee accomplishes a task, but instead on the employee producing a timely and high-quality work product


PERFORMANCE AGREEMENTS

One key tool in successful management is a performance agreement.  This means that the employee and supervisor together identify characteristics, issues and concerns about the job itself, and identify objectives to be accomplished and ways to measure whether the objectives were met as planned.  Successful performance agreements are built on the foundation of mutual ownership of the results.  Accountability is one by-product of performance agreements, others are fairness and mutual respect.

· Calendar biweekly face to face “Telecommuting Projects” check-ins.

· Get agreement! Review and update the telecommuting aspect of the job description.

· The following questions can help:

· What are the purposes of the telecommuting aspect of the employee’s job? What are the services or products that result?

· What are 10 to 15 of the most important tasks performed to achieve this purpose?

· What are the essential functions of the telecommuting part of the employee’s job?

· List any physical or emotional requirements of the telecommuting aspect of the job.

· List any attendance, reporting and safety requirements of the telecommuting aspect of this job.

· Set one or two biweekly objectives. If appropriate, use the SMART model to develop behavioral objectives.

S  – 
Specific– Be specific about what the objective’s end results will look like/do.

M – 
Measurable– Determine a way to show tangibly that objectives were accomplished.  Some objectives may not require this approach.  However, it’s an effective way to instill objectivity.

A  – 
Achievable– Make sure the objective is something possible for the employee to achieve.

R –  
Relevant– Make sure the objective furthers the duties or responsibilities of your department or division.  Make sure the objective is relevant.

T – 
Time Limited– Have a time limit, whenever appropriate.

Examples of SMART objectives:

1. Log and respond to complaints within 2 working days of receiving them.

2. Notify the supervisor by phone if more than 15 minutes late after start time.

3. Submit the monthly report three days before final due date.

4. Perform enrollment confirmations and attendance tracking for all workshops.  Have a report for each workshop ready with this information within 1 week after the last workshop day.

5. Develop/complete an inventory of all computer applications by the 15th of each month.

6. Submit 98% error free documents when required.

EVALUATING TELECOMMUTING EMPLOYEES’ PERFORMANCE 

Telecommuting involves managing by objectives and results rather than by simply observing an employee.  Some supervisors may have concerns about supervising and evaluating telecommuting employees.  Supervisors should rely on two primary criteria to evaluate telecommuting employees' work:  (1) quality of work and (2) quality completion of projects.

A successful performance evaluation process requires that supervisors and employees jointly set clear performance objectives, including:

· Identifying the specific tasks and behavior objectives to be accomplished during a performance cycle.

· Establishing how to measure the objectives.

· Prioritizing work by identifying which results are most crucial and those that can be deferred.

· Analyzing how objectives support work group goals.

MANAGING NON-TELECOMMUTING EMPLOYEES
· Manage Misunderstanding, Distrust or Disappointment

As you receive employee applications to telecommute, it is important that you indicate clearly the reasons for your approval, modification or denial of each application to avoid feelings of resentment ( “why is that person allowed to telecommute and I cannot?”  Remember that managers cannot deny an employee’s request to telecommute for arbitrary or capricious reasons.  Prepare in advance the necessary documentation you will need to support the decision of why one application was denied while another approved.  

· Team effort

The non-telecommuting employees are as critical to the effectiveness of the Telecommuting Program as those who telecommute.  Understanding the individual components of what makes your team successful will guarantee continued success.

· Support strategies

Establish mutual strategies to support the non-telecommuters as well as the telecommuters.  The non-telecommuters should not be expected to do extra work in the office while others are telecommuting.  

· Contingency Plans

Establish “Murphy’s Law” strategies to guide the work group through “what if” situations.  Address all issues pertinent to the team as a whole.  Encourage the telecommuters and non-telecommuters to jointly participate in this exercise.

3.3  HEALTH AND SAFETY IN THE HOME OFFICE

Working at a computer workstation for extended periods can lead to muscle aches and repetitive motion injury if the telecommuting employee does not implement safe work practices and use ergonomically designed equipment and furniture.  Adhering to the following tips is likely to reduce the risk of sustaining repetitive motion injuries.

ERGONOMIC TIPS

[image: image2.wmf]  POSTURE AND POSITIONING ARE IMPORTANT! 

Aim to keep your neck vertical and relaxed, and your head upright.  Your eyes should be level with the top of your computer monitor; adjust the height of your screen and chair as necessary.  The monitor should be positioned so that the viewed part of the screen allows you to keep your neck in a neutral position.

Your computer monitor should be placed centered directly in front of you approximately an arm’s length away from you.  If you find yourself leaning forward and peering at the screen, it may be too far away.  On the other hand, do not have it so close that you feel you have to make an effort to focus.  While an arm's length is generally the right distance, do not forget that this depends on how long your arms are, so make sure that it is a comfortable distance for you.  
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Make sure that your upper arms are vertical (or close to it), and your forearms are horizontal (or close to it) so that there is approximately a right angle at your elbows.  Your upper arms and elbows should be close to your body.

Keep your shoulders relaxed and let your arms hang naturally.  

With your shoulders relaxed, your elbows should be about level with the keyboard or very slightly above.  If not, you should adjust your chair to the height that allows this configuration.  

Elbows should be positioned at 90 to 110 degrees when working, to keep a relaxed position at the keyboard.  This usually requires a slight negative tilt (front of keyboard higher than back) when working in upright positions.  If reclined in your chair, the keyboard could be at a positive angle to maintain this relaxed position. 

Avoid resting your elbows on the hard surface or edge of your table.  Pads can be used to protect your elbows if necessary.
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Keep your wrists straight, in line with your forearms and relaxed.  Your wrists should be in a neutral or straight position when keying or using a pointing device or calculator.  Avoid resting your wrists on the hard edge of the desk and putting pressure on the soft tissues on the inside of your wrist.  Wrist rests can assist you in maintaining a neutral position when used properly during pauses.

Place your keyboard in front of you with enough room to rest your hands when you are not typing.  Use a keyboard tray to properly position your keyboard and mouse.  Make sure that your keyboard is as flat as possible to reduce the upward angle of your wrists.    

Avoid planting your wrists on the table or wrist rest. This can bend the wrists up and down or side to side and can stress tendons and ligaments and  compress nerves.
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When sitting, your thighs should be approximately parallel with the floor and allow your feet to rest flatly on the ground. If your feet do not touch the ground comfortably, you should consider using a footrest.

Keep your feet supported either on the floor or a footrest when you work, to reduce pressure on your lower back. 
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Sit back in your seat and make sure the seat pan is not pushing into the back of your knees (this can also be bad for your circulation!).  If it is, push the seat pan back towards the backrest (adjustment lever can be found on the left side of your chair, underneath the seat pan). 

When you sit back in your seat with your back upright or slightly reclined, does the thicker padding towards the bottom of the backrest (the lumbar support) fit right into the small of your back?  If not, adjust the backrest height so that it does. Adjust the angle of the backrest so that you are sitting slightly back from the vertical.  

Make sure to maintain good posture when working at the keyboard.  The curved part of your lower back should always be in contact with the lumbar support. 
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Align your ears, shoulders, and hips in a straight line with your keyboard & monitor.  Your head, neck and trunk should be facing forward.  

Avoid twisting or bending your trunk or neck when working.  Frequently used items should be positioned directly in front of you.  Source documents should be positioned in front of you, between your monitor and keyboard.  If there is not enough space, place documents on an elevated surface close to your screen.  Most document holders are designed to be attached to computer monitors—use a document holder positioned in line with your monitor and keyboard to position copy or reference materials. 

Avoid excessive reaching over the keyboard or work materials.  Bring the keyboard, mouse, telephone, and work materials easily in reach so that you do not have to stretch to use them.  

[image: image8.wmf] YOUR WORK PACE AND WORK TECHNIQUE ARE ALSO IMPORTANT! 

Reduce the number of repetitive motions you complete when working.  Keystrokes can be reduced with the use of macros or software programs allowing "sticky keys."  Use of scroll locks and keystroke combinations can reduce pointing device movements. 

Avoid hitting the keyboard with excessive force—strike keyboard keys with light force.  Studies have shown that the average user hits the keyboard with four times the required force when keying.  

Avoid grasping the mouse with excessive force or for long periods. Your hand should be relaxed.  Alternate tasks to make changes in your working position to avoid making the same movements for prolonged periods of time. 

Keep your fingers and knuckles relaxed when working at the keyboard.  Never hold a pen or pencil in your hand when keying. 

Work at a reasonable pace and take frequent rest breaks during the day.  Short, frequent breaks of 1 to 2 minutes an hour are better than longer, less frequent breaks.  If possible, take a 1 or 2 minute break every 15-20 minutes, and a 5-minute break every hour.   Every few hours, get up, move around and do an alternative work activity.  

These breaks should include stretches.  Stretching and exercise can help to sustain strength, improve cardiovascular conditioning, and counteract the strain of sedentary computer use.  Short, strategically spaced rest breaks may reduce eyestrain without decreasing productivity.  Look away and focus on a distant object 3 times.  With eyes closed, look up, then down, then left, then right.
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Make computer workstations “eye-friendly” by ensuring that the monitor is located at arm’s length or slightly farther, and position your monitor to eliminate excessive glare.  Avoid reflections from windows or overhead lighting—adjust blinds and curtains if necessary.  Incandescent lighting yields less glare than fluorescent.  

Rest your eyes by refocusing on distant objects intermittently when working. 

Blink! Decreased frequency of blinking causes eyes to dry out and feel sore. Normally, people blink an average of 22 times a minute; computer users blink an average of seven times a minute.

Customize your computer by using your software. The screen font, contrast, pointer size, speed, and color can all be adjusted to maximize your comfort and efficiency.

Clean the monitor screen frequently for dust and fingerprints.

Get regular eye exams.  Be sure to inform the eye-care provider about occupational factors such as long periods of computer use.
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REMEMBER:  You should immediately report any injury received during designated telecommuting hours to your supervisor.  This include musculoskeletal disorders or any other illness or injury you believe is work-related.  Early reporting can result in more successful treatment of those systems.

SECTION 4:   DTIS TECHNICAL POLICIES AND GUIDELINES FOR REMOTE ACCESS
4.1  OVERVIEW
To telecommute successfully, an employee may need to access certain City’s computer systems from home.  This section sets forth the policies and guidelines that govern remote access and describes the technical requirements to access various City computer systems.  It also provides information about remote access and the steps that both an employee and department must take for an employee to connect remotely.  Any questions remaining after review of this section should be referred to departmental IT personnel or the City’s Department of Telecommunications & Information Services (DTIS).

4.2  THE EMPLOYEE’S BASIC GUIDE TO REMOTE ACCESS
What are the first steps to gain remote access?

Remote access to the City’s network from home is accomplished through the Internet.  An employee must receive approval for remote access from his or her Department Head or designee.  Once an employee has received approval, the employee must sign up for a “Remote Access” account with DTIS.  This Remote Access account is often referred to as a Virtual Private Network or VPN account.  This account is needed to access your Notes Email account, your department’s network, and departmental and enterprise applications.

How does an employee sign up for a Remote Access account?

An employee must complete the VPN Access Request Form and have the employee’s IT/LAN Manager submit the form to DTIS.  The form contains the instructions on how to submit requests to DTIS.  The form is available on the “Forms Center” on the City’s Intranet Web site.  At the Forms Center, choose “Forms by Department”; select “Telecomm. & Information Services”; then select the VPN form.  The current URL for this form is:  
http://mission.sfgov.org/FormCenter/default.aspx?a=form&type=category&catNum=cat2&criteria=VPN+Access+Request&name=289 

DTIS will work with your department’s IT staff to provide you the appropriate level of remote access.

What does an employee need at home to connect remotely?

Employees need a PC running Microsoft Windows Operating System (at minimum Window 98SE) and Microsoft Internet Explorer 6.0.  Please Note: there may be additional requirements based upon the types of applications you will need to access.  Check with your department’s IT/LAN Manager for more details.

Can this PC be one that is used by other members of the employee’s family?

This PC must only be used by the employee and the employee’s spouse/partner and not shared by any other members of the family/household.  This requirement is necessary to lower the potential risk of the telecommuting PC becoming infected with a virus, worm, or spyware.  If the PC is City-owned, then only the telecommuting employee may use it and only for authorized City business.  

Can an employee use a PC running Linux or a Mac, or a Unix workstation?

No.  Technical support for remote access is only provided for a Microsoft based PC’s because the City’s applications were typically developed and tested in a Microsoft PC environment.  
What type of Internet Connection is needed at home?

A ‘high speed’ Internet connection, which is either a DSL Internet connection or a Cable broadband Internet connection.  Numerous ISP’s offering DSL Internet service.  Some Cable TV providers offer Cable broadband Internet connectivity.  Employees may wish to contact their phone or Cable company to determine whether they offer any Internet connection.  

Do employees need a “static IP” or a “dynamic IP”?
For Remote Access, an employee will only need a dynamic IP type DSL connection, though both types will work.  Static IP connections cost more and are not necessary for remote access.  DSL and Cable Internet connections may come in variety of speeds, for example, 384kbps-1.5 Mbps and 1.5 Mbps – 3.0 Mbps.  The faster the speed, the better the response time.  The slower speed is probably sufficient to remotely access email once or twice a day.  Remote access for more frequent checking of email or other purposes may require the faster speed connection.  Employees should check with their departmental IT staff for recommendations.  Employees could start off at the slower speed and upgrade to the higher level if necessary.

Can employees use a Dial-up Internet Connection? 

While in theory, a dial-up connection could work, in most cases the response time is too slow for productive work.  For employees who once in a while need to check their email during off-hours, a dial-up connection may suffice, but in general to spend 8 hours working at home, dial-up would not provide sufficient response times.  It an employee’s department utilizes a Citrix Server for remote access (in conjunction with DTIS’s VPN) then it may be feasible to use a dial-up connection.  Check with departmental IT staff.

What kind of anti-virus software do employees need on their home PC?

Employees must have a supported version of a commercial anti-virus software running on their PC that it set up to receive updates automatically.  A “supported version” is software that is capable of retrieving the latest virus pattern files.  The software must be configured to automatically connect to the vendor’s website and retrieve updates for new virus patterns.  This is to insure that the home PC is current in terms of its virus protection.  The anti-virus software must be a commercial product, not freeware or shareware.  

The following are some of the recommended anti-virus software:

· McAfee Virusscan, or McAfee Internet Security Suite

· Symantec’s Norton Antivirus or Norton Internet Security

· TrendMicro’s PC-cillin Internet Security

· Zone Alarm Security Suite

In the future, DTIS may establish a list of qualified virus protection software that must be installed.  

When establishing a VPN session, the user will need to already have installed a network access control or NAC agent on their desktop along with their virus protection software.  This NAC client examines the PC/Laptop to verify that a valid anti-virus software is installed and does have the latest virus pattern file. 

What about spyware protection software?

Employees should have anti-spyware software installed on their PC.  Most of the major anti-virus vendors also sell anti-spyware software.  Many vendors offer an ‘Internet suite’ that typically includes spyware protection, virus protection, and firewall all together.  

Do employees need to install any software on my home PC to gain remote access?

If employees only need iNotes (web) access to a Notes Email account, then there is no additional software required on your home PC other than those mentioned above. 

If employees plan to access other applications besides iNotes, employees will need to install a VPN client software on their home PC.  The employee’s departmental IT staff can provide a copy of the software to be installed along with specific installation instructions.

In addition to a VPN client, employees may need to install additional software on their home PC, depending on the applications the employee needs access to and how the department supports those applications.  Employees should check with their department’s IT staff.  

Do employees need a “Firewall”?
At this time, a firewall is not required.  Firewalls have a variety of configuration options so an improperly configured firewall can make one virtually useless.  Generally, DTIS recommends the employees use a firewall to protect their PC from the Internet.  In the future, when DTIS can implement a firewall that retrieves its configuration from a central server, DTIS may make a firewall a requirement for remote access.

What if an employee is using a City-owned laptop to telecommute?
If an employee uses a City-owned laptop, departmental IT staff should have installed all the required software on the laptop already (including the VPN client).

What if an employee has problems connecting to the City’s network?

Employees should first determine whether their Internet connection is working properly by using the web browser to go to a different web site.  If an employee cannot reach any web site, the problem resides with the Internet connection and should be resolved with the ISP.  If an employee can access various different web sites, then the employee should contact department’s IT staff, who will provide initial troubleshooting support before escalating the problem to DTIS.

During off hours, after insuring your Internet connection is working properly, employees should contact the DTIS Help Desk at (415) 554-5700.

DTIS Requirements and Departmental Requirements.

The above technical and security requirements are those established by DTIS and apply to ALL departments using the Remote Access services.  While departments include additional requirements based upon the nature of their business and the level of confidentiality of their data, departments cannot waive any of the above requirements.  

Users should check with their managers and IT/LAN Manager regarding any additional departmental policies or requirements.

Remote Access Policies for Enterprise Applications

For enterprise applications such as FAMIS, PAYROLL, TESS, and HR Peoplesoft, remote access policies are to be established by the appropriate department/division.  Your department should provide you with any policies that are applicable.  
4.3   THE CITY DEPARMTENT’S GUIDE TO REMOTE ACCESS
What do employees need to do for telecommuting?

Remote Access to the City’s network from home is accomplished through the Internet.  Whether an employee is using the DTIS-provided ‘Remote Access’ services for off-hour access or for telecommuting, the services and infrastructure are basically the same.

If a department is already using the DTIS Remote Access facilities ( VPN and Clientless VPN (also referred to as SSL VPN) ( then that department may already have most if not all of the infrastructure in place to support telecommuters.  Departmental IT/LAN staff should knows what level of access is currently being provided.  If additional access is needed, DTIS will meet with departmental IT staff to discuss what additional resources are needed for increased access.

If a department does not have existing Remote Access/VPN accounts already in use, the departmental IT/LAN Manager should contact their DTIS Account Rep to set a meeting between the departmental IT/LAN Manager and the DTIS Network Architect to discuss business requirements and the possible solutions to meet those needs while maintain the appropriate level of data and network security.

How does a department obtain Remote Access accounts for employees?  Can employees share an account?

Department should have their employees complete the VPN Access Request Form.  The form must be submitted to the DTIS HelpDesk by the departmental IT/LAN Manager.  The form contains the instructions on how to submit requests to DTIS.

A copy of the form is available on the “Forms Center” section of the City’s Intranet Web site.  http://mission.sfgov.org/FormCenter/default.aspx?a=form&type=category&catNum=cat2&criteria=VPN+Access+Request&name=289 

Each employee will need his or her own Remote Access account.  Every user is assigned a unique log in ID.  When employees leave your department, it is the responsibility of the department to notify DTIS so that the employee’s remote access ID can be disabled.

Can employees use their home PC or does the department need to provide employees with a PC for their home or a laptop to bring home?

Employees can use their home PC.  However, there are security requirements in addition to the PC meeting the minimum technical specifications.

· The home PC must be one that is used only by the employee and his or her spouse/partner.  The PC for remote access cannot be one that is used by other members of the family.  Because of viruses, worms and spyware, the potential risk of infection is generally significantly reduced when the number of people with access is reduced.

· Departments need to have a written remote access policy that at a minimum encompasses security and retention of City documents and files on employees’ home PC, including the disposition of an employee’s PC when it is no longer used it for remote access.

· Laptops have the advantage that the appropriate protection software (virus protection, firewall, and spyware protection) can be installed ahead of time by departmental IT staff.  Laptops are more easily lost or stolen, however, which presents a potential risk if the laptop contains sensitive City data.  This risk supports the mandatory requirement that each department establish a remote access policy including security and retention of sensitive data.

Can employees use their Mac or a PC running Linux?  

No.  Technical support for remote access is only provided for Microsoft based PC’s because applications were typically developed and tested in a Microsoft PC environment.  

What type of PC needs to be used?  Does it have to be the latest Pentium 4 PC?
Beyond the basic technical requirements for the PC to successfully connect for remote access, there may be additional requirements for specific applications.  For example, if an application requires client software to be installed on the home PC, then there may be a minimum Operating System requirement.  Some applications may require a minimum amount of memory or a minimum Processor speed (i.e., Pentium 4 3.0 Ghz).

Can an employee use a dial-up Internet Connection? 

While in theory a dial-up connection could work, in most cases the response time will be too slow for an employee to be as productive as he or she would be in the office.  For employees who only need to connect to check email during off-hours, a dial-up connection may suffice but in general to spend 8 hours working at home, a dial-up does not provide sufficient response times.  If a department is utilizing a Citrix Server for remote access (in conjunction with DTIS’s VPN) then it may be feasible to utilize a dial-up connection.  However, departments should verify that the employee has a second phone line available so that work related calls can be made to the employee while he or she is using the first phone line for the dial-up connection.

How much does this cost?  

The monthly fee is $9.95 per month per user.  This provides the user both VPN access and clientless SSL-VPN.

Can we pay for only SSL-VPN?
No.  The security infrastructure is such that having either VPN or SSL-VPN will automatically allow the user to have access to the other service as well.  In many cases, the user will find that he or she could and should use both.  SSL-VPN is very useful in accessing email from a kiosk at the airport.  VPN on the other hand provides better performance and response times.

Do employees need to install any software on their home PC to gain remote access?

If they only need access to their Notes Email account, then there is no additional software required on their home PC other than those mentioned above in order to utilize the iNotes interface.

If employees plan to access other applications besides Notes, they will need to install a VPN client software on their home PC.  

What if an employee has problems installing the VPN client software on their home PC?  Will DTIS provide help?
DTIS shows the department’s IT staff how to install the VPN client and expects the department’s IT staff to provide initial troubleshooting.  If the employee has problems, they should initially contact departmental IT staff regarding.  If the department can not solve the problem then they will contact DTIS.

Will all employees in a department have the same type of access or can different groups of users have access to different applications?

Your IT/LAN Manager can work with DTIS to define different groups of users and each group can have a different set of applications.

Can users in a department have remote access to FAMIS/ADPICS or HR’s Peoplesoft?

Since those systems belong to other departments (Controller and DHR) it is up to those departments to determine whether to authorize remote access.  Department should check with the Controller’s Office and DHR about their policy for data storage to insure that staff do not save data deemed confidential.  Departments should establish a remote access data retention policy to insure that employees do not store any sensitive/confidential data on their home PC.
Isn’t it OK for employees to save data on their home PC?  If we don’t want them to, is there a way to give them access but also insure they can’t save the data locally?

Spyware presents a security risk to your data.  It may be possible for spyware on an infected PC to email a copy of your file to the intruder.  Using a Ctrix or Windows Terminal server provides you with much granularity with regard to access.  You can block access to the user’s local hard drive so they can’t save any data there from your Citrix/Windows Terminal session.

SECTION 5:  REQUIRED FORMS
Each of the following forms (pages 39 through 58 herein) must be fully completed and approved by the employee’s immediate supervisor and Department Head or designee, with copies sent to the Employee Relations Division of the Department of Human Resources, before an employee may begin telecommuting:

1) Telecommuting Application and final Telecommuting Agreement, approved by supervisor and the Department Head or designee (Parts I through IV);
2) Completed Workspace and Safety Checklist;
3) Completed Security of Information Acknowledgement;
4) Completed Use of City-Owned Equipment for Telecommuting Form;
5) An Approved Time-Sheet Tracking Template (to be drafted by the employee and supervisor); and
6) Training Manual Self-Certification Form, successfully completed by employee.
You may contact the Department of Human Resources at (415) 557-4990 or via email at TelecommutingProgram@sfgov.org (please indicate “Question” in the subject line) with questions.

TELECOMMUTING APPLICATION AND AGREEMENT FORM
This Telecommuting Application and Agreement must be completed and approved before an employee may begin telecommuting.  The employee must read the City’s Telecommuting Policy, as well as the Telecommuting Program Guidelines and Participation Packet, before completing this Application and proposed Agreement.  If this Application and the proposed Agreement is approved, the telecommuting employee must comply with the guidelines and requirements in the City’s Telecommuting Policy, the Program Guidelines and Participation Packet, and the agreements and forms related to the employee’s telecommuting arrangement.  

The decision to deny an application to telecommute or to modify or terminate an existing Telecommuting Agreement may not be made for arbitrary or capricious reasons. An employee may appeal the denial of an application to telecommute or the modification or termination of an existing agreement.  The employee must follow the appeal timelines and procedures in the Telecommuting Policy and must establish that the challenged decision was made for arbitrary or capricious reasons.  

PART I.  ELIGIBILITY

(See Requirements/Restrictions on Eligibility on page 2 and Assessing Suitability to Telecommute on pages 3-4)

Name:  
.
Job Code and Title: 
.
Department & Division: 
.
Proposed work functions to be performed while telecommuting:  
.

.

.

Proposed frequency of telecommuting: 
.
Proposed method of communication while telecommuting: 
.


.
Will you require access to City-owned equipment, software, email or other systems to telecommute successfully?   If so, please list: 

Are there any technical support items or connection requirements that you do not currently possess and cannot purchase that you believe you will need to telecommute?  If so, please list: 
REQUIREMENTS/RESTRICTIONS ON ELIGIBILITY

1. Employee’s position must be appropriate for telecommuting based on the duties, functions and requirements of that position.
2. Employee must be a suitable candidate for telecommuting based on demonstrated work characteristics, habits, skills and abilities, as determined by Employee’s supervisor.
3. An employee is not eligible to telecommute if he or she has been suspended or has received a written reprimand during the twelve-month period before the application is submitted.

4. An employee is not eligible to telecommute if he or she has received a job evaluation rating below “competent and effective” on the existing performance appraisal form, or an evaluation below a comparable rating if another evaluation format is used, during the twelve-month period before the employee’s application is submitted.

5. Generally, an employee is not eligible to telecommute during his or her probationary period.
6. The City’s Telecommuting Policy and Program is not subject to the grievance procedures in any Memorandum of Understanding, or to any other review or appeal procedures, except as set forth in this Appeal Process section.  An employee may participate in the Telecommuting Program only after an authorized representative of the bargaining unit representing that employee has waived in writing any right to grieve any aspect of or decision under the Telecommuting Policy and Program.

ASSESSING SUITABILITY TO TELECOMMUTE
Applicants, Supervisors and Department Heads may find the following assessment tool useful in evaluating an employee’s suitability for telecommuting.  Note:  Completion of this assessment page is not required.  These factors are not intended to be determinative, but rather are to suggest factors to consider in assessing suitability to telecommute.

	SECTION I – Characteristics and Job Duties of Applicant’s Position

	Rate the following characteristics of the applicant’s position; i.e., what the employee does in her or his job, not how well it is done (High, Medium, Low):
	Rating by

Applicant

  H   M   L
	Rating by

Supervisor

 H   M   L

	Amount of required daily face-to-face interaction with supervisors, colleagues, clients and the public
	(    (    (
	 (    (    (

	Amount of required telephone interaction 
	(    (    (
	 (    (    (

	Amount of required computer interaction (E-Mail)
	(    (    (
	 (    (    (

	Dependency on technology or equipment not owned by employee that is necessary to telecommute successfully and the ability or willingness of the applicant or the department to provide those items.
	(    (    (
	 (    (    (

	Level of quantitative accountability methods (written or narrative reports on a regular basis, etc.)
	(    (    (
	 (    (    (

	Independent nature of applicant’s job duties
	(    (    (
	 (    (    (

	“Knowledge-based” job duties, involving routine handling of information
	(    (    (
	 (    (    (

	Project-oriented activities or work with measurable milestones or deliverables
	(    (    (
	 (    (    (

	Need for employee to be immediately present at times
	(    (    (
	 (    (    (

	Number of consistent, clear performance objectives that are readily established
	(    (    (
	 (    (    (

	Employee’s ability to control and schedule work flow
	(    (    (
	 (    (    (

	Amount of in-office reference material required for employee’s work
	(    (    (
	 (    (    (

	Required level of security for data or other information
	(    (    (
	 (    (    (


	SECTION II – Applicant’s Work Style

	Rate the applicant’s work style on each of the characteristics listed (High, Medium, Low):
	Rating by

Applicant

H    M    L
	Rating by

Supervisor

  H   M   L

	Demonstrated productivity and motivation
	(    (    (
	 (    (    (

	Level of quality of work
	(    (    (
	 (    (    (

	Ability to work with minimal supervision
	(    (    (
	 (    (    (

	Demonstrated dependability and responsibility
	(    (    (
	   (    (   (

	Need for colleagues/supervisor input—inability to work independently
	(    (    (
	 (    (    (

	Conscientious about work time
	(    (    (
	 (    (    (

	Effective communicator
	(    (    (
	(    (   (

	Level of organizational skills
	(    (    (
	 (    (    (

	Level of computer literacy (if needed for job)
	(    (    (
	 (    (    (

	Level of job experience and expertise
	(    (    (
	 (    (    (

	Ability to ask for assistance when needed
	(    (    (
	 (    (    (

	Level of skill and knowledge of the job
	(    (    (
	   (    (   (


PART II.  TELECOMMUTING AGREEMENT

Employee should complete a proposed Telecommuting Agreement, consistent with the Telecommuting Policy and the Program Guidelines and Participation Packet (see page Section I.3 for instructions on completing the Agreement).  Employee and Supervisor may agree to additional or different participation rules, requirements, guidelines or procedures provided that they are consistent with the City’s Telecommuting Program and that they are clearly specified in this Agreement.  A final Telecommuting Agreement must be completed and approved by Employee’s supervisor and Department Head/designee before Employee may begin telecommuting.  
____________________________________proposes the following Telecommuting Agreement:

      
           (Employee)


General Provisions

1.  
Employee has read the City’s Telecommuting Policy and Program Guidelines and Participation Packet, and agrees to comply fully with all participation requirements and guidelines.

2.
Employee understands and agrees that telecommuting is a privilege, not a right, and that the duties, obligations, responsibilities, terms and conditions of City employment are not changed by telecommuting.  

3.
Employee understands that, subject only to the telecommuting appeal process, both Employee and the City have the right to end a telecommuting arrangement at any time.  

4.
Employee understands that management is entitled to modify or terminate a telecommuting arrangement for a variety of reasons, including but not limited to the following circumstances:  if Employee’s performance does not meet applicable standards; if Employee becomes ineligible for telecommuting; if Employee fails to comply with all the Telecommuting Program requirements and guidelines; or if the telecommuting arrangement fails to meet organizational needs.

5.
This Agreement is for a ______________________ (“regular and recurring” or “ad hoc”) telecommuting arrangement, subject to change. (See Telecommuting Policy, paragraphs 10-15.)  Employee will telecommute on the following schedule: (be specific)   
Note:  Employee must spend 2 workdays per week at the regular work site.
6.
While telecommuting, Employee will work the following hours:  


From _______________________ to _______________________.

7.   
Employee will maintain an accurate record of hours actually worked and submit accurate information and documents required for payroll purposes.  For the first 50 days that an employee telecommutes, the employee must complete a “Time Tracking” form and submit the completed form to his or her supervisor.

8.
This Agreement will run from _________________ to ____________________ (specific end date required), with periodic evaluations every _________ days/weeks/months (specify).  Employee and Supervisor must review this Agreement at least annually.  

9.
Employee agrees to participate in evaluation surveys of the Telecommuting Program and to timely submit all data requested by the Department of Human Resources.  
Telecommuting Work Assignments and Measurables for Period of Agreement

10.
Employee will complete the following work assignments during the telecommuting period set above in paragraph 8, with the following time deadlines (e.g. monthly reports on specified subject by fifth day of each month, or particular project to be completed by particular date):

11.
Employee will report and account for work assignments on telecommuting days as follows (e.g., employee will submit a time tracking sheet every Friday, or employee will email a summary of all work performed while telecommuting at the end of each workday, etc.):


Note:  The agreed upon time sheet template must be appended to this Agreement

12.
The following is a list of meetings/events that Employee must attend at the regular work site, regardless of whether they occur during regularly scheduled telecommuting days (e.g., staff meetings, standing status meetings, etc.):

13.
Include any other reasonable measurable or reporting requirements:

Workspace Specifications

14.
The location of the designated workspace in Employee’s home is as follows (attach photo): 



15.
The Workspace and Safety Checklist must be completed by Employee and Supervisor before Employee can begin telecommuting.  Employee certifies that the designated home workspace complies with all health, safety and Program requirements as provided on the checklist and in the Telecommuting Policy.

16.
Employee understands that for the duration of the telecommuting arrangement, Employee is responsible for ensuring that the designated home workspace continues to comply with all health, safety and Program requirements as provided on the Workspace and Safety Checklist and in the Telecommuting Policy. 

17.
Employee agrees that, while telecommuting, Employee will perform his or her work only in the designated home workspace.

18.
Employee and Supervisor must complete the Security of Information Acknowledgement before Employee can begin telecommuting.  In the Acknowledgement, Employee and Supervisor must specify their agreement on required security measures and safeguards for confidential, privileged, private, personal, or other sensitive information and records.  Employee agrees to comply with the terms of the Security of Information Acknowledgement and the Telecommuting Policy at all times.

19.
Employee understands that telecommuting is not a substitute for child or dependent care, and that Employee must make arrangements for child and dependent care during designated telecommuting hours.  Employee may not care for a child or other dependent while telecommuting.

20.
To successfully accomplish his or her job responsibilities, Employee agrees to minimize personal disruptions such as non-work telephone calls and visitors during scheduled telecommuting hours.  Employee will not be compensated for time spent in personal activities.

21.
Include any other reasonable home workspace requirements not included in this Agreement or in the Workspace and Safety Checklist.

Communications

22.
Employee agrees to be easily and reliably reachable at the following contact phone number during telecommuting hours____________________________.  
23.
While telecommuting, Employee is required to contact Supervisor by phone/email (circle the appropriate) for the purpose of checking in ________________ time(s) a day.

24.
Employee agrees to check voice messages at Employee’s work phone number at least ____________ times per telecommuting day.  Employee agrees to check Employee’s work email at least _____ times per telecommuting day.  (Write N/A if not applicable.)

25.
Include any other reasonable communication requirements.

Access and Equipment Requirements
26.  
Supervisor and Employee must complete the Use of City-Owned Property for Telecommuting form before Employee can begin telecommuting.  That form must clearly identify any City-owned property (including any and all equipment, software, supplies, materials, etc.) that will be provided to Employee to telecommute.    

27.
Employee agrees to adhere to all requirements to care, secure, safeguard, and maintain all City-owned property as indicated in this Agreement, the Telecommuting Policy, the Use of City-Owned Property for Telecommuting form, the Workspace and Safety Checklist, and the Security of Information Acknowledgement.

28.
If a problem with equipment or other support (regardless of whether the equipment or support is provided by Employee or the City) prevents Employee from meeting the requirements of this Agreement, Employee will immediately contact Supervisor.  
29.
City Information Systems to which Employee must have access from the home workspace location to telecommute (if any):


        SYSTEM


     APPLICATION
                     DATABASE
____________________ 
 ____________________     
 ________________________


____________________
____________________       ________________________

____________________
____________________       ________________________
29.  
If Employee requires technical assistance while telecommuting, Employee must comply with the following procedures: 

30.
The Telecommuting Program is intended to be cost neutral, creating no additional costs to the City or the participating department in administering, implementing and monitoring the program.  A Department Head has the sole discretion about whether to fund or reimburse any telecommuting related costs, including access or software requirements, materials or equipment. The following are expenses for which Employee may be reimbursed (solely within the Department Head’s discretion), along with the procedural requirements for reimbursement (i.e., receipts, forms, etc.).  
31.
Out of pocket expenses for supplies available at the regular worksite will not be reimbursed, absent prior written permission from ________________________________ (authorized person).

EMPLOYEE ACKNOWLEDGEMENT AND SIGNATURE

I have read the City’s Telecommuting Policy and the Program Guidelines and Participation Packet.  I understand that I may not telecommute until this Application and Agreement is approved by my supervisor and my Department Head or designee.  

I have discussed this Application and Agreement with my supervisor.  I agree to comply with all terms and conditions of the Telecommuting Policy, in this Application and Agreement, and in all required telecommuting forms.  I understand that non-compliance with the terms of this Telecommuting Application and Agreement, the Telecommuting Policy or Telecommuting Program Guidelines and Participation Packet, or any other City policies, all as modified from time to time, may result in my removal from the Telecommuting Program and disciplinary action, up to and including termination of employment.  
Employee Signature: ___________________________________    Date: __________________

(  Submit the completed Application and proposed Telecommuting Agreement to your supervisor.  You cannot begin to telecommute until your supervisor and Department Head or designee have approved this application.
PART IV. SUPERVISOR/DEPARTMENT HEAD RESPONSE

A.  Immediate Supervisor Approval
Name:  
     Date Received:  

_____
Application and Agreement approved as requested by employee

_____
Application and Agreement approved with modifications (see comments below)

_____
Application and Agreement denied (see comments below)

Comments (append additional information or supporting documentation as needed): 
Supervisor Signature: _________________________________    Date: ____________________

B.  Department Head or Designee/Representative Approval
Name:  
     Date Received:  

_____
Application and Agreement approved as requested by employee

_____
Application and Agreement approved with modifications (see comments below)

_____
Application and Agreement denied (see comments below)

Comments (append additional information or supporting documentation as needed):                               


Department Head Signature: ________________________________    Date: _______________

END OF APPLICATION & AGREEMENT FORM

TELECOMMUTING WORKSPACE AND SAFETY CHECKLIST

This checklist must be completed and appended to the Telecommuting Agreement before Employee may begin telecommuting.  

To telecommute, Employees must designate a specified work area at home that is suitable for performing official business, maintained in a safe condition, and free from hazards.  While telecommuting, employee must perform his or her work only in that designated area and must ensure that the telecommuting work area complies with all health and safety requirements provided on this checklist and in the Telecommuting Policy.  Department and Employee may mutually agree to expand on this checklist as reasonable (use space provided below or append an additional sheet if needed).  

Workspace Safety

	
	Employee has a separate, clearly defined workspace that is kept clean and orderly, and is not used for other purposes.

	
	The work area is adequately illuminated with lighting directed toward the side or behind the line of vision, not in front or above it.

	
	Exits from the work area are clear and free of obstruction.

	
	All telecommuting supplies and equipment are in good condition.

	
	The work area is well ventilated and heated.

	
	Storage is organized to minimize risks of fire and spontaneous combustion.

	
	All extension cords have a grounding conductor and are tucked under furniture or along baseboards so they do not a present tripping hazard.

	
	Exposed or frayed wiring and cords will be repaired or replaced by employee immediately upon detection.

	
	Electrical enclosures (switches, outlets, receptacles, junction boxes) have tight fitting covers or plates.

	
	Outlets are not overloaded and surge protectors are used for computers, fax machine, and printers; 3-pronged grounded outlets or power strips are used (older homes with 2-pronged outlets that require adapters don’t afford adequate protection for PCs)

	
	Heavy items are securely stored in or on sturdy stands that are placed close to walls; filing cabinets are filled from bottom to top and/or balanced to prevent tipping.

	
	Computer components are kept out of direct sunlight and away from heaters.

	
	The work area has a smoke alarm that is in working order.

	
	Floors are clean, dry, level, and free of protrusions, loose tile, or worn or frayed seams; carpets are well-secured to the floor; floors are free of trip, slip or fall hazards.


Emergency Preparedness

	
	Emergency phone numbers (nearest hospital, fire department, police department) are posted in the home work site.

	
	A first aid kit is easily accessible and periodically inspected, and will be replenished by employee as needed.

	
	A portable fire extinguisher that is rated for A, B and C (paper, liquid, and electrical) fires is accessible in the home work site.

	
	Extinguishers are maintained in working order.

	
	An earthquake preparedness kit is maintained and easily accessible.

	
	The fuse box is clearly accessible and evacuation plans are established.


Ergonomics

	Desk, chair, PC, and other equipment are of appropriate design and arranged so that:



	
	Neck and shoulders are not stooped to view the task.

	
	There is no contact stress on any part of the body (wrists, forearms, back of legs).

	
	There is no glare on the terminal screen.

	
	Work can be performed without controllable risk factors for eyestrain.

	
	There is no strain on any part of the body and all ergonomic risk factors have been identified, eliminated and/or controlled.


Security of Information and City Property  

	
	All confidential, private, personal or privileged records or information are kept safe and secure to the greatest extent possible and according to the security measures and safeguards agreed to by Supervisor and Employee.  

	
	All City equipment, software and supplies are kept safe and secure from unauthorized use.

	
	All City equipment, software and supplies used in telecommuting are safe and secure from theft, loss and damage.  

	
	All computer equipment owned by Employee that contains City information or data is protected at all times by passwords or other access control methods approved by Supervisor.

	
	Virus protection or prevention techniques are adequately used to ensure that viruses are not transmitted to the City’s equipment, network or system and that City data is not lost due to virus infection.


Additional Comments, Conditions or Terms:   (append an additional sheet if necessary) 

Employee

I __________________________________________ certify that I have inspected and 

                              (Employee)

ensured that my designated home work area at: 

___________________________________________________________________________



                (General description and home address)

complies with all home workspace requirements, terms and specifications indicated in this checklist and set forth in the Telecommuting Policy, Security of Information Form and the Use of City-Owned Property for Telecommuting form.  I agree to report any changes to the designated home work area to my supervisor within ten (10) calendar days of such change. 

I understand that, consistent with the Telecommuting Policy and Program, a supervisor or other City representative may inspect my home workspace with twenty-four (24) hours notice.  I understand that my supervisor or department may deny my opportunity to telecommute or may rescind my existing Telecommuting Agreement for non-compliance with these terms or any safety problems or injuries in the home.  

Employee’s Signature: ___________________________________      Date: _____________

END OF WORKSPACE AND SAFETY CHECKLIST
SECURITY OF INFORMATION ACKNOWLEDGMENT
This form must be completed and appended to the Telecommuting Agreement before Employee may begin telecommuting.  

Employee and Supervisor must identify in this form all security measures for Employee to use with confidential, private, personal, or otherwise sensitive information, records or systems while telecommuting.  Employee and Supervisor must complete an amended form if, after this form is originally completed, Employee’s telecommuting work changes so that Employee may possess, handle, produce, access or use confidential, private, personal, or otherwise sensitive information, records or systems while telecommuting.  If Employee will not at any time possess, handle, produce, access or use confidential, private, personal, or otherwise sensitive information, records or systems while telecommuting, write “N/A” across the first line of the “Security of Information Requirements” section of this form. 

Employee

I, _______________________ (“Employee”), understand and agree that, while telecommuting,

                           (Employee)

I must comply with all reasonable safeguards, procedures and measures designed to maintain and protect confidential, private, personal, or other sensitive City information, property, records or systems, by providing and enforcing appropriate physical, administrative, and technical security measures at my designated home workspace, located at:

___________________________________________________________________________________.

   



(Address, City and Zip Code)

I agree to transport City documents and materials to and from my telecommuting work location in a safe, secure and confidential manner, and further agree that I will not leave City files, materials, and equipment unattended in vehicles or any other location.

I agree not to dispose of documents, diskettes, CD-ROMS, or other items that contain or reflect confidential, private, personal or other sensitive information in the household trash, and instead to return those items to my regular workplace for disposal at the regular worksite.

I agree that I will not disclose any confidential, private, personal or other sensitive files, records, materials and information to anyone who is not authorized to have access to those items. 

I agree to make appropriate arrangements to prevent unauthorized access to all City systems and City property at my designated home worksite.  I understand that any access to the City’s networks must comply with the City’s security policies and that I may not allow anyone to access City networks or databases who is not authorized to have access.  

I agree to comply with all security measures and safeguards indicated in the Telecommuting Policy and Program; and further understand and acknowledge that I am responsible for all confidential, private, personal, or other sensitive records and information while away from the regular worksite.  

In addition, I agree to comply with all “security of information requirements” identified below:

SECURITY OF INFORMATION REQUIREMENTS
[Employee and Supervisor must identify any additional requirements, instructions, security measures and safeguards necessary to protect and maintain the security and confidentiality of any confidential, private, personal or other sensitive files, records, materials and information, including any department/division-specific security of information or confidentiality policies or programs.  Examples of security measures or safeguards include stamping documents "confidential," excluding certain documents, materials or information from the telecommuting arrangement, requiring that drawers/files in the home workspace be locked, encrypting information or communications, requiring passwords, and assuring exclusive access to one user.  These examples are not exhaustive, and Employee and Supervisor may establish these or other security measures and safeguards.]
	  #
	Confidential, Private, Personal, or Other Sensitive Information, Records or Systems
	Security Measures/Safeguards or Other Additional Reasonable Care or Special Instructions 
	EE Initials
	Spvsr Initials

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


I agree that the City/Department may later designate additional information, property, records, systems or materials as confidential, private, or sensitive, and that this acknowledgment will be updated at such time.

I agree that this Security of Information Acknowledgement is a supplement to any and all City and Department policies relating to confidentiality and security of information, and that those City and Department policies, as modified from time to time, continue to apply to me.

Employee’s Signature: __________________________________        Date: _______________

END OF SECURITY OF INFORMATION ACKNOWLEDGEMENT FORM
USE OF CITY-OWNED PROPERTY FOR TELECOMMUTING

This form must be completed and appended to the Telecommuting Agreement before Employee may begin telecommuting.  

Employee and Supervisor must identify in this form all City-owned computer or other equipment, software, supplies, and other property that Employee will take home to use while telecommuting.  Employee and Supervisor must complete an amended form if Employee and Supervisor agree, after this form is originally completed, that Employee may take home any additional property to use while telecommuting.  If Employee will not take home any City-owned property to use while telecommuting, complete this form but write “N/A” in the first line of the “Identified City-Owned Property” section of this form.  

The Appointing Officer or designee has full discretion to determine whether Employee may use or take home any City-owned property for telecommuting.  

This form identifies all City-owned property that ________________________ (“Employee”)




   


                                 (Employee)
may take home to use for telecommuting.  This property may be used only by Employee during designated telecommuting days/hours and in the designated home workspace at: ________________________________________________________________.





(Address, City, Zip Code)

Employee understands and agrees that Employee may not take home any City-owned property for telecommuting if the property is not identified in this form, and that Employee must comply with any City or Department check-out policies and procedures for City property.

Employees understands and agrees that Employee is responsible for maintenance and care of the City-owned property identified in this form while that property is in Employee’s custody or control.  Employee must care for, secure, safeguard, and maintain the property, and adhere to any special instructions set by the Department for use, security, or maintenance of the property.  In the event of theft, loss or damage to City-owned property used by Employee for telecommuting, Employee may be liable for replacement or repair costs under applicable laws on negligent or intentional conduct.

Employee understands and agrees that Employee may only use City-owned property for authorized City business and may not use City property for any non-City purpose, including for personal use.  Employee may not allow family members, friends or any other unauthorized persons to use City-owned property.  All City rules regarding the use of computers, email and the Internet apply while Employee is telecommuting, regardless of whether Employee is using City-provided or personal equipment.  

Either when the telecommuting arrangement ends or at the Department’s request, Employee must promptly return all City-owned property identified in this form, in good working order and condition.

By participating in the Telecommuting Program, Employee agrees to comply with all the requirements, terms and conditions set forth in the Telecommuting Policy and Program.

IDENTIFIED CITY-OWNED PROPERTY
	#
	Equipment, Software, Supplies, Other Property
	Care/Security/Safeguard/ Maintenance/ Other Special Instructions
	EE Initials
	Check- Out Date
	Return Date 
	Spvsr Initials

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	




                   

 
__________________

Employee’s Signature 



Supervisor’s Signature

Date:  ________________________


Date: ____________________________
END OF USE OF CITY-OWNED PROPERTY FOR TELECOMMUTING FORM

TELECOMMUTING TRAINING MANUAL 

SELF CERTIFICATION FORM
INSTRUCTIONS

Please read and answer the following questions by clearly indicating “T” for True or “F” False in the space provided.

1.         
Employees who are working under telecommuting agreements must return to work at the regular worksites if necessitated by work requirements.

2.         
Employees must obtain prior written authorization to change their regular telecommuting day.

3.          A telecommuting employee who does not participate in evaluation surveys of the Telecommuting Program may have their approval to Telecommute revoked. 

4.          A department may deny an employee the opportunity to telecommute or may rescind an existing Telecommuting Agreement based on safety problems or injuries in the home.  

5.         
The City is not required to provide equipment (computer, cell phone, fax, etc.) or software needed to telecommute.  However, the City is required to pay for any necessary internet connection and to reimburse employees for their phone bills.

6.        
An employee with a regular and recurring telecommuting arrangement must spend at least two regular workdays per week in the office.

7.        
An employee must designate a specified work or office area of his or her home that is suitable for performing official business, maintained in a safe condition, and free from hazards; further, the employee must perform his or her work in that designated area when telecommuting. 

8.        
A telecommuting employee may allow family members or friends to use City equipment, software or supplies as long as it does not create significant wear and tear on those items.  

9.        
Employees may not add hardware or software to any City equipment without prior written approval.  
10.         
Given a minimum of 24 hours’ notice, an appropriate representative from the City may make on-site visits to the telecommuting employee’s residence to maintain, repair, inspect or retrieve City-owned equipment.  

11.        
If an employee suffers a work-related injury or illness while telecommuting, the employee must notify his or her supervisor immediately of the injury or illness, and complete any required forms as directed by the supervisor.

12.        
A telecommuting employee must comply with all City rules, policies, practices, and instructions, and failure to do so may result in removal of the employee from the Telecommuting Program and disciplinary action, up to and including termination of employment. 

13.        
A telecommuting employee is not required to permit inspection or examination of a public record or public information in his or her custody upon a proper and appropriate request under the California Public Records Act and the City’s Sunshine Ordinance if that record is on the telecommuting employee’s personal computer or at his or her personal residence.  
14.        
A telecommuting employee is not required to obtain approval from his or her supervisor to use vacation, sick, or other leave for telecommuting days.  
15.        
It is very important that a supervisor set measurable performance objectives for the time the employee is telecommuting.
16.        
A telecommuting employee is not required to strictly adhere to the regularly scheduled work hours agreed upon with his or her supervisor in the Telecommuting Agreement as long as the employee works 8 hours during a telecommuting day.  
17.        
The department or supervisor may rescind the telecommuting agreement based on problems related to injuries, safety and/or health requirements. 

18.         
All City-owned equipment must be protected from power surges.

19.        
It is proper ergonomics to have your elbows positioned at 45 degree angles from the floor when working, to keep a relaxed position at the keyboard.

20.       
It is proper ergonomics to be positioned so that one’s eyes are level with the top of the computer monitor.
___________________________________

______________________________

Name of Employee (Printed)




Date of Quiz Completion

______________________________________

Employee’s Signature

* NOTE:  You may not begin telecommuting until the Department of Human Resources has confirmed that you have met the minimum threshold of 16 correct answers to meet certification requirements.  

END OF TELECOMMUTING TRAINING MANUAL

SELF CERTIFICATION FORM
Page 2
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